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Federal HIT Privacy and Security Activities

• Regulations/Guidance
– HIPAA Modifications and Guidance
– Breach Notification Regulations
– CMS EHR Incentive Program Regulations
– ONC Standards and Certification Criteria Regulations
– CLIA Guidance
– NHIN Governance
– PHR Privacy Notice
– Privacy and Security Framework – best practices

• Research
– De-identification
– Non-Covered Entity Protections
– Privacy White Papers



ONC Privacy and Security Focus

• Selected Topics:
– Consumer preferences
– De-identification
– Protections for non-covered entities
– Segmentation of data
– Security implementation related to EHRs and 

information exchange



State and Regional HIT Initiatives Related to 
Privacy and Security
• State Health Policy Consortium

• State Health Information Exchange Grants

• Regional Extension Centers

• The Health Information Security and Privacy 
Collaboration (HISPC)
– http://healthit.hhs.gov/HISPC

• The State Alliance for e-Health
– www.nga.org/center/ehealth
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It should be out soon

It’s a Task Order so it’s a limited competition  

How will states get to participate (sub-contracts?):  The contractor will issue a RFP to solicit proposals from states.  The contractor will provide what support the states need (meetings, legal analyses, etc).    

Number of projects?:  No set number has been established.  It will depend on the cost of proposals states present.  Roughly estimate 4 or 5 accepted proposals.  

What we have said about the expected activities/outcomes?:  The expected outcomes are the development and implementation of solutions to privacy and security issues preventing or impeding the interstate exchange of health information.  In the SOW we listed various potential activities but are leaving it open to states to propose activities that fall inline with the projects goal.  The attached excel spreadsheet provides some example ideas from Vermont.  

 

Timeline for work?

24 months from date of issuance.

 

Exact title of the Contract?

http://healthit.hhs.gov/HISPC
http://www.nga.org/center/ehealth


HISPC

• Started in 2006 to identify state-level variations in 
privacy and security business practices, policies, 
and state laws

• Evolved to focus on multi-state solutions for 
identified variations
– 7 multi-state collaboratives

• Consumer Education and Engagement
• Provider Education
• Harmonizing State Privacy Law
• Intrastate and Interstate Consent Policy Options
• Interstate Disclosure and Patient Consent Requirements
• Inter-Organizational Agreements
• Adoption of Standard Policies



HISPC - Outputs
• Over 100 “replicable” tools 

– Developed by multi-state collaboratives
– Designed by state-level stakeholders for state-level stakeholders
– Education materials (handouts, FAQs, and videos)
– Analyzes of legal requirements
– Templates and reports (capture lessons learned and 

experiences)
• Action and Implementation Manual (AIM) – “field 

guide” to all of the developed tools
• 5 Research reports

– CLIA
– e-prescribing
– disclosure laws
– access to medical records
– patient matching



State Alliance for E-Health

• Started in 2007

• Goal: 
– To identify, assess, and, through the formation of 

consensus solutions, identify ways to resolve state- 
level health IT issues that affect multiple states

• A high-level state health IT advisory board 
– Comprised of Governors and other high-level state 

officials



State Alliance for E-Health - Outputs

• Reports
– Accelerating Progress Using Health Information 

Technology and Electronic Health Information 
Exchange to Improve Care

– Public Governance Models for a Sustainable Health 
Information Exchange Industry

– Preparing to Implement HITECH – A State Guide for 
Electronic Health Information Exchange



Elements of Success

• States play an important role in privacy and security 
policy related to health information exchange

• Be a “good neighbor”… coordinate
– Electronic health information exchange policy in your 

state could impact your ability to exchange with 
others and vice versa

– Beware of unintended consequences
– It is important to understand the Federal activities to 

assure that your state efforts support the needs of 
health care professionals and hospitals trying to 
comply with Federal requirements.
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